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FOR SSO OR EQUIVALENT AT EACH LOCATION - KEEP AND PASS/ADVISE ALL
AIR FORCE ORGANIZATIONS/ACTIVITIES/ELEMENTS YOU SUPPORT AS SHOWN IN
THE DIA COMPARTMENTED ADDRESS BOOK OR USSID 505; JOINT SERVICE SS0‘S
HOLD OR PASS TO RESPECTIVE AF ELEMENT AS APPROPRIATE; ADDITIONAL
PASSING INSTRUCTIONS ARE AS FOLLOWS: 6S20ESG PASS TO 6920ESG/SP, DET
422 AND 2114CS; 6931ESS FOR 6931ESS/SP; AFSSO AFCC KEEP AND PASS TO
CSS; 6912ESG FOR 6912ESG/SPA; SSO DMAAC KEEP AND PASS TO DET 1 1974
CG; SSO SAC KEEP AND PASS TO DSIATP/SVA; SSO MCCHORD KEEP AND PASS
TO 25AD/DOI; COMFAIRKEF PASS TO AFI/DOI; SSO 15AF HOLD AND PASS TO
AFISC/IGTI AND 26AD/DOI; USSOUTHCOM KEEP AND PASS TO 24COMPWG/DOI;
ESC/IN KEEP AND PASS TO ATC/TTQI - ATC HOLD FOR AFMPC/ROS4E; SSO
ADCOM KEEP AND PASS TO AFAITC/SVA; CIA PASS TO CHAIRMAN, SECOM; -
DIRNSA PASS TO DOD COMPUTER SECURITY CENTER/C4 (LT COL CRAIG):; AFSSO
RADC KEEP AND PASS TO 21AD/DOI; AFSSO FTD KEEP AND PASS TO AFLC/INS
SUBJ: AF SCI SECURITY ADVISORY (ROXAD 15-85) (U)

1. (C) THE DIRECTOR OF CENTRAL INTELLIGENCE SECURITY COMMITTEE HAS
ASKED ALL AIR FORCE ORGANIZATIONS TO BE ADVISED THAT THE IDENTITY OF

USAF review completed.|

ESPECIALLY IMPORTANT IN VIEW OF THE TERRORIST THREAT OVERSEAS.

i
CIA PERSONNEL TRAVELING OVERSEAS MUST BE PROTECTED. THIS IS W /‘ M j
= ! Y

ENSURE THAT ALL MESSAGES IDENTIFYING CIA PERSONNEL ASSIGNED OR “52?

TRAVELING OVERSEAS ARE CLASSIFIED.

2. (U) SECRETS FOR SALE. ACCORDING TO A WASHINGTON .POST ARTICLE,
EIGHT YOUNG BRITISH SERVICEMEN WHO WORKED AT A TOP-SECRET ELECTRONIC
LISTENING POST ON CYPRUS WERE ALLEGEDLY ENTICED INTO A SEX-FOR
SECRETS RING SET UP BY THE SOVIET ESPIONAGE SERVICE. THE SOVIETS,
IT APPEARS, CONTINUE TO USE PROVEN INTELLIGENCE COLLECTION TECH-
NIQUES TO GET OUR SECRETS. HOSTILE INTELLIGENCE SERVICES EXPLOIT
WEAKNESSES (SEXUAL, MONETARY, ETC) IN ORDER TO SUBVERT OUR PEOPLE.
THE POST STORY AND SIMILAR CASES PROVE THAT ESPIONAGE IS ALIVE AND
WELL WITHIN WESTERN SOCIETY. FBI DIRECTOR WILLIAM WEBSTER HAS SAID
THAT "WE HAVE MORE PEQOPLE CHARGED WITH ESPIONAGE RIGHT NOW THAN EVER
BEFORE IN OUR HISTORY." ESPIONAGE IS AN OLD PROBLEM WHICH SEEMS TO
HAVE EXPERIENCED TREMENDOUS GROWTH WITHIN THE PAST FEW YEARS.
TODAY’S RASH OF ESPIONAGE CASES CAN NOT BE ALLOWED TO CONTINUE
UNCHECKED. WE MUST WORK TO STOP IT. ONE WAY TO HELP HALT ESPIO-
NAGE IS TO REPORT SUSPICIOUS ACTIVITIES TO PROPER AUTHORITIES.
REPORTING THESE ACTIVITIES IS IMPORTANT, SINCE IT’S PEOPLE LIKE You
AND I WHO SEE THE FIRST SIGNS OF ESPIONAGE. SOME OF THE THINGS TO
LOOK FOR INCLUDE SOMEONE WHO HAS CONTACT WITH FOREIGN NATIONALS,
ESPECIALLY THOSE FROM HOSTILE COUNTRIES; HAS EXCESSIVE WEALTH OR
DEBTS; HAS A DESIRE FOR REVENGE; SHOWS AN UNUSUAL CURIOSITY ABOUT
PROGRAMS FOR WHICH HE/SHE HAS NO NEED TO KNOW; WORKS ODD HOURS WHEN
NO ONE ELSE IS IN THE OFFICE; TAKES SENSITIVE CLASSIFIED MATERIALS
HOME; EXHIBITS OTHER POOR SECURITY HABITS OR DISREGARDS SECURITY
RULES; OR MAKES FREQUENT PERSONAL TRIPS TO FOREIGN NATIONS. THESE
ARE SOME OF THE SIGNS WHICH MIGHT INDICATE ESPICNAGE--IF YOU SEE
THEM, REPORT THEM. REMEMBER, THE PEOPLE WHO COMMIT ESPIONAGE WILL
CONTINUE TO SELL OUR SECRETS UNTIL CAUGHT.

3. (U) EFFECTIVE WITH THE DISSEMINATION OF THE NEW USAFINTEL 201-1
APPROPRIATE SCI CONTROL NUMBERS WILL BE REQUIRED ON ALL AF ORI-
GINATED DOCUMENTS. THE NEW USAFINTEL 201-1, PARA 9-11 STATES IN
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PART, "ANY DOCUMENT INTENDED FOR GENERAL DISTRIBUTION TO OTHER
OFFICES, AGENCIES, OR CCGMMANDS REQUIRES AN SCI CONTROL NUMBER TO
ASSIST IN ITS IDENTIFICATION, CONTROL, AND RETRIEVEL." ALL
MAJCOMS /SOAS/DRUS UNDER THE AUSPECIES OF THE ASSISTANT CHIEF OF
STAFF/INTELLIGENCE, SHOULD RE-EVALUATE THEIR SCI CONTROL NUMBER
REQUIREMENTS AND ADVISE AFSSO USAF/INSDO IF ADDITIONAL NUMBERS ARE
REQUIRED.
DECL: O0ADR
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